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So: (7)7 /2013/QD-UBND Tan Phu, ngc}_v»g} thang 7 nam 2013
QUYET DINH

Ban hanh quy dinh quan ly, vin hanh, sir dung
va biao diam an toan thong tin trén mang truyen so licu chuyén ding
tai UBND huy¢n Tan Phu

UY BAN NHAN DAN HUYEN TAN PHU

Can ¢(r Ludt T6 chie Hoi dong nhan din, Uy ban nhin dan ngay 26 thang 11
nam 2003;

Cian ¢ Luat Ban hanh vin ban quy pham phdap ludt cia HDND. UBND ngay
03/12/2004:

Can ctr Ludt Cong ngh¢ thong tin ngay 29 thang 6 nim 2006,

Cin ¢ Ludt Vién thong ngay 23 thang 11 nam 2009;

Can cir Nghi dinh so 64/2007/ND-CP ngay 10/4/2007 caa Chinh phu quy
dinh v¢ ing dung cong ngh¢ théng tin trong hoat dong cua co quan Nha nude;

Can ¢t Nghi dinh s0 25/2011/ND-CP ngay 06/4/2011 cua Chinh phu quy
dinh chi ti¢t va hudng dan thi hanh mét s6 diéu cta Luat Vién thong;

Can ¢ Thong tu s6 23/2011/TT-BTTTT ngay 11/8/2011 cta By Thong tin
va Truyén thong quy dinh veé vi¢e quan ly, vén hanh, sir dung va bao dam an toan
thong tin trén mang truyén s6 li¢u chuyén dung cta cic co quan Dang, Nha nuoc;

Can cr Quyét dinh s6 70/2011/QD-UBND ngay 14/12/2011cta UBND tinh
Dong Nai ban hanh quy dinh v¢ quan ly, van hanh, sir dung va dam bao an toan
thong tin trén mang truyén so lidu chuyén dung tai co quan Dang, Nha nude va cac
Doan the trén dia ban tinh Dong Nai;

Theo d¢ nghi cua Truong phong Vian hoa va Thong tin tai To trinh s6 23/TTr-
VIHTT ngay 10/6/2013 v¢ vice dé nghi ban hanh quy dinh quan ly, van hanh. st dung
va bao dam an toan thong tin trén mang truyén so li¢u chuyén dung tai UBND huyén
Tan Phu,

QUYET DINH:

Pitu 1. Ban hanh kém theo Quyét dinh nay quy dinh quan ly, van hanh, sir
dung va bio dam an toan thong tin trén mang truyén s6 licu chuyén dung
tai UBND huyen Tan Phua.

Diéu 2. Quyét dinh nay ¢6 higu luc sau 07 ngay ké tir ngay ky.



Didu 3. Chanh Vin phong HDND va UBND huyen, Trudong phong Vin hoa
va Thong tin huwn Thi truomg cdc co quan, ban nganh. doan thé, cic don \1 su
nghiép. Chu tich UBND cde xa. thi tran c6 tham gia su dung mang truyén s6 licu
chuyén dung cua UBND huyen Tan Pha chiu trach nhi¢m thi hanh Quy &t dinh nay./.

Noi nhin: FI\T UY BAN NHAN DAN
- Nhu dicu 3 (thue hign): :*G\HU T ]C”
- UBND tinh (bdo ¢ 'm)

- S Thong tin va 'l ruyeén thong: ‘
- Sa Tu phap (dé Kicm tra): b
- Trung tam cong Hio;

(d¢ nghi ding cong biao)
- TT-Huyen ay (bdo cdo);
S TT-HDND huyén (bdo cdo);

- Chu tich, cac PCT-UBND huyen;
- b 'I‘rll)’én thanh huy¢n (dua tin);
L VIETH (khoi VX).
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QUY DINH
Ban hanh Quy dinh quan ly, van hanh, sir dung
va biao dam an toan thong tin trén mang truyén s6 liéu chuyén ding
tai UBND huyén Tan Pha N
(Ban hanh kém theo Quyét dinh so OF /2013/0P-UBND
ngav /7 /7/2013 ciua UBND huyén Tdan Phit)

Chuong |
QUY DINH CHUNG

Dicu 1. Do1 tuong, pham vi dicu chinh

Quy dinh nay ap dung doi vai cic co quan, don vi trén dia ban huyén
Tan Phi; neuyén tic quan Iy van hanh, st dung va bao dam an toan thong tin
trén mang truyén so licu chuyén ding cting nhu trach nhiém cua cdc cd nhan,
don vi. co quan quan ly truc tiép khi tham gia khai thac mang truyén s6 licu
chuyc¢n dung cua UBND huyén Tan Phu.
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bic¢u 2. Giai thich tir nglr

Mang truyén so licu chuyén dung ciia UBND huyén Tan Phi 1a mang
truvén dan toe do cao. st dung phuong thire chuyén mach nhan da giao thire trén
nen giao thie licn mang (IP/MPLS) str dung riéng trong hoat dong tmg dung
cong ngh¢ thong tin cta cac co quan Dang va Nha nudce do Tap doan Buu chinh
Vién thong Viét Nam xdy dung, van hanh.

Mang truycn so li¢u chuyén dung cta UBND huy¢n Tan Phu (goi tit la
mang TSLCD) [a nhanh mang cua mang duong truyén so licu chuycén dung cua
Chinh pha, cua tinh Dong Nai ket noi den h¢ thong mang ndt by cua UBND
huven Tan Pha.

Don vi sir dung mang TSLCD la cdc co quan, don vi thudc huyén ¢o két
noi1 dén hé¢ thong mang TSLCD ciua UBND huy¢n.

Thong tin dugce s dung, chia s¢ va luu trr trén mang TSLCD phat la
nhing thong tin phuc vu cho hoat dong quan ly dicu hanh va chuyén mon.
nghi¢p vu cua don vi st dung mang.

Dicu 3. Muc dich sur dung mang TSLCD

Mang TSLCD dugce st dung lam co s& ha ting ky thuat tricn khar cac
trng dung tin hoc. trao doi, chia s¢ thong tin, dam bao an toan thong tin dung
ricng phuc vu cong tac chi dao, dicu hanh cua UBND huy¢n.
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Dicu 4. Neuyén tac quan ly. van hanh va st dung mang TSLCD

1. Quan ly. van hanh va sir dung mang TSLCD phai bao dam tang cuong
nang luc quan ly va khai thdc tai nguyén mang may tinh cia UBND huyén. phat
huy tinh than trach nhiém. quycn han, nghia vu v dam bao hi¢u qua ng dung
¢ong nghé thong tin trong hoat dong cua cic don vi st dung mang.

Mang TSLCD duge quan ly. dicu hanh tap trung, théng nhat. bao dam
an toan. bao mat va tinh san sang cao trong qua trinh van hanh va su dung.

. Chi phi str dung mang TSLCD s€ duge dam bao tir numn ngdn siach
huvén cap cho don vi duge UBND huyen uy quyen quan ly. di¢u hanh sir dung
mang ¢in ¢t theo nhu ciu va mire do st dung thuce & ctia timg don vi trén co s
tict kicm. hicu qua.

4. Mang TSLCD phai hoat dong lién tuc, thong suot (24 gio trong mat
ngdy va 07 ngay trong mot tuan) dam bao thong tin licn lac.

5. Vice str dung. chia s¢ va uu trir thong tin trén mang TSLCD phai tuan
thu cac quy dinh ctia Nha nude ve buu chinh, vien thong, cong ngh¢ thong tin va
luu trir.

6. Vi¢e khai thac. st dung tuan thu theo cac quy dinh v¢é dam bao an
toan, an ninh thong tin duge Nha nude quy dinh.

7. Cac hanh vi vi pham gdy anh huong dén an toan mang TSLCD va an
ninh thong tin truyen tai trén mang phai duge phat hién kip thoi va xar ly nghicm
minh theo quy dinh cua phap ludt.

Dicu 5. Cac hanh vi nghi¢m cam

I. K¢t noi vat ly hodc thuc hién truy cdp khong dugc phép vao mang

TSLCD.
2. Lot dung ¢o so ha tang mang TSLCD vao cdac muc dich khong thugc
pham vi, chirc ning, nhi¢m vu duge phan cong; d¢ cung cap, phat tan thong tin

khong dugce phap luat cho phép; ¢o tinh gay mat dam bao an toan, an ninh
thong tin.

3. Thay doi két ndi, thono sd thiét lap mang cua cac thiét bi cong ngh¢

thong tin khong thugc tham quyLn gdy xung dot tai nguycn, anh huong dén vice
van hanh he thonsC mang TSLCD.
4. Khong to chire quan ly, khat thac. vian hanh s dung mang TSL.CD.
Tict 10 so do 0 chire h¢ thong mang TSLCD cho cac t0 chire, ¢ nhan

khong ¢ tham quycen.

6. Tu y x0a bo, thao gd hodc can thi¢p viao mang TSLCD da dugc cai dit
trén cac thict bi mang da trién khar.

b



) , Chuong 11 .
QUAN LY KHAI THAC, VAN HANH

Dicu 6. Trach nhi¢m cua cic don vi khi tham gia khai thac mang TSLCD

I Chiu trach nhi¢m vé noi dung théng tin truyén dua va cung c¢dp trén
mang T'SL.CD.

2. Quan ly. khai thac va bao vé cdc thidt bi chuycn mach. thic¢t bi két ndi
va cac thict bi cua diém két ndi ddt tai co quan minh di dugc ban £2140.

3. Khong thay doi két ndi, thong sé thidt [dp mang cua cac thiét bj licn
quan dén mang TSLCD khong thude tham quycn, gdy xung dt tdi nguyén, anh
huong dén vige vin hanh hé thong mang TSLCD. -

4. Khi ¢6 nhu cau ket néi méi, didu chinh, mo rong, huy bo két noi vao
h¢ thong mang TSLCD ciia UBND huy¢n, don vi phai ¢6 vin ban dé nghi hoac
thong bao cho phong Vian hoa va Thong tin d¢ xem x¢t, ho tro.

5. Khi bi sur ¢6 xay ra hodc can sira chira hodc thay th¢ cac linh kién cta
thict bi lién quan dén két ndi mang TSLCD, don vi phai thong bdo truc ticp vé
phong Vin hoa va Théng tin dé phéi hop xur ly Kip thoi.

0. Khong dong thoi két ndi, sur dung dich vu Internet cong cong cua cic
nha cung cap dich vu Internet khéc vao mang TSLCD.

7. Trude ngay 01 thang 12 hing niam, bdo cdo v¢ phong Vin hoa va
Thong tin tong hop trinh UBND huy¢n v¢ tinh hinh khai thdc, sir dung mang
TSLCD trong hoat dong ung dung cong nghé thong tin tai don vi minh hodc bdo
cdo dot xuat khi ¢ yéu cau.

8. Do1 v6i co quan, don vi duoc UBND huy¢n giao quan ly, van hanh
mang TSLCD cta UBND huyén ¢6 trdch nhi¢m:

a) Xdy dung h¢ thong buc tuong Itra (firewall) bao vé hé thong mang noi
bo nham ngan chin cic truy ¢dp trdi phép tir bén ngoai. He thong bire tuomg Iira
bao gom: Thict bi phan cung hodc bing cdc phan mém chuyén dung.

b) Ctr can bd ¢o chuyén mon vé cong ngh¢ thong tin dé quan tri, khai
thic sir dung mang TSLCD cua huyén.

¢) Quan 1y b tdp trung ngudi dung mang riéng 4o cua co quan dugc
thict [ip (n¢u ¢d).

d) Quan ly cac tén micn cua don vi (ncu co).

¢) So hau va quan ly cdc chinh sich két ndi Internet cia riéng co quan.

1) Quan tri va cai dat dia chi IP theo phan hoach chung da duoc cap cho
h¢ thong mang ndi bo cta minh.

¢) Tudn thu cac quy dinh vé ung dung cong ngh¢ thong tin: Quy ch¢ dam
bao an toan. an ninh thong tin trong linh vuc img dung cong nghé¢ thong tin cua
cic co quan, don vi quan Iy hanh chinh Nha nude trén dia ban tinh Dong Nai
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ban hianh kém theo Quyét dinh sé 34/2009/QD-UBND ngay 21/5/2009 cia Uy
ban nhan dan tinh: quy dinh vé& to chae, quan 1y va st dung hop thu dién wr
trong cac co quan Nha nude cda tinh Dong Nai ban hanh kém theo Quyét dinh
s 70/2009/QD-UBND ngay 29/9/2009 cia Uy ban nhdn dan tinh va cac quy
dinh khde do Nha nude ban hanh: quy dinh ve gurl, nhan van ban di¢n tu gitra
cac co quan hanh chinh Nha nudc, don vi su nghi¢p trén dia ban tinh ban hanh
kém theo Quyét dinh 62/2010/QD-UBND ngay 19/10/2010 cia Uy ban nhan
dan tinh: Tudn thu cac quy dinh khéc Ve sur dung mang TSLCD do Nha nude
quy dinh.

Di¢u 7. Trach nhi¢m ciia ca nhan khi tham gia khai thac mang TSLCD

[. Duge toan quyén khai thac cde tai nguyén trén mang d¢ phuc vu cho
cOng tac tai co quan, nhung phai dam bao v¢ ché do bao mat. an toan, an ninh,
dong thoi chiu trach nhiém déi véi cac thong tin truyén dua va cung ¢ip trén
mang.

- Tuan thu cie quy dinh cy th¢ vé& truy nhap. khai thac su dung mang.

Khong dU'UL tiét 10 mat khau truy ¢dp cac ung dung trén mang TSLCD cho ¢4
nhin. don vi khong ¢o tham quyén.

3. Tudn thu nhimg quy dinh vé quin ly. van hanh va su dung mang
TSLCD.

4. Chap hanh nghiém ch inh cac van ban quy pham phap ludt. chinh sach
¢6 lién quan cia Nha nude vé vién thong, vé quan ly va cap phép cung cip
thong tin, thict lap trang thong tin dién tr trén Internet, ve ché do.bao mat, an
toan. an ninh thong tin.

. Khi su ¢d xay ra, can thong bdo kip thoi cho nguoi, co quan ¢o tham
quyén d(. kip thoi xir ly, giai quyét.

Dicu 8. Trach nhiém ciia phong Vin hoa va Thong tin

I. Dau mdi quan ly toan bo cic két ndi mang TSLCD tai huy¢n; quar ly
cdu hinh cde phan mém hé théng trén cdc thiét bi mang; quan ly toan bo hd so
h¢ thong mang TSLCD: quan ly, phan hoach céc vung dia chi mang, cic ving
mang cuc b do.

2. T6 chire hudng dan, don ddc, kiém tra cic don vi nhim gitp vi¢e khai
thde. su dung hicu qua mang TSLCD.

3. Nghicn ctu, d¢ xuat nang cap, mo rong, duy tri va trién khai cdc ung
dung dung chung mang TSLCD tai huyén.

4. Tuycn truyen, pho bicn, huong dan vi¢e thue hi¢n cdc quy dinh Nha
nude ve st dung mang TSLCD cho cdc co quan, don vi tham gia st dung khai
thac mang truy én s6 licu chuy¢n dung cua UBND huyén.

5. Phéi hop vai co quan ¢o tham quyén thanh tra, kiém tra va xu ly doi
vl to chire, ¢a nhan vi pham quy dinh v¢ an toan, an ninh thong tin trong hoat
dong cua mang TSLCD.



6. Phéi hop vai cie don vi ¢o licn quan thure hién cac bi¢n phdp dam bao
an lodn co s¢ ha tang va an ninh thong tin dap tng cic ticu chuan. quy chudn ky
thudt v¢ an toan, an ninh thong tin.

7. Bao cdo dinh ky hang nam. dot xuat cho UBND huyé¢n. S¢ Thong tin
va Truveén thong tinh hinh st dung mang TSLCD trong hoat dong Ung dung
cong ngh¢ thong tin tai huy¢n.

A Chuong 111
TO CHUC THUC HIEN

Dicu 9.

Thu truong cac co quan, don vi tham gia s dung khai thac mang lruym
O 1i¢u chuyén dung cua UBND huyén Tan Pha chiu trach nhi¢m to chire trién
khai thuc hién Quy dinh ndy. Phong Van hoa va Thong tin ¢o triach nhié¢m
hudng dan to chie trién khai thue hién va bao cdo dinh ky, hang niam vé UBND
huyven két qua thue hi¢n.

Di¢u 10. Xtr ly vi pham

Ca nhin. don vi ndo ¢6 hanh vi vi pham Quy dinh nay s¢ bi xur ly theo
quy dinh hi¢n hanh.

Dicu 11. Trong qud trinh t6 chire thue hicn, néu ¢o nhiing vin d¢ kho
Khan. vuong miic, cic co quan, don vi phan anh vé phong Vin hoa va Théng tin
huyén dé tong hop. trinh Uy ban nhan dan huyén xem xét. stra déi, bo sung Quy
dinh nay cho phu hop./.
TM. UY BAN NHAN DAN
P s ”CHU TICH
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